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Charity Shops and GDPR – what you 

need to know 
 

 

1. Introduction 
By 25 May 2018 Regulation 2016/679 of the European Parliament – otherwise known as the 

General Data Protection Regulation, or even more simply as GDPR – will be fully enforceable 

across the United Kingdom. 

 

GDPR is being introduced to modernise previous data protection regulations which have not 

kept pace with technological developments.  As Elizabeth Denham, the Information 

Commissioner has said; ‘[GDPR] brings a more 21st century approach to the processing of 

personal data’.   

 

GDPR is also designed to be more flexible and “future proof” than previous data protection 

regulations, so it should be with us for some time to come. 

 

Any organisation collecting and processing personal data in the UK must take account of the 

new regulations and develop a plan to adapt to them. 

 

If you collect and process this data directly as a charity you are defined as a “data processor” 

and have specific responsibilities over the data you hold and liability if these responsibilities 

are not met.  If you use another organisation to process your data, but still set out the reasons 

for capturing and determine its use, you are defined as a “data controller” and must have 

written contracts in place to ensure your processor is meeting their legal duties under GDPR. 

 

Operating in either case, most charity shops will hold a significant amount of personal data, for 

example on their gift aid donors and their roster of volunteers, and so will need to start to 

develop their own GDPR compliance plan ahead of the May deadline.   

 

 

mailto:matt@charityretail.org.uk


This briefing paper is intended to introduce charity retailers to some the key issues they will 

need to consider as the seek to become GDPR compliant.  It is not a piece of definitive legal 

guidance on the intricacies of the new regime, so links to more in depth reports are given 

under point 9.  If you are in doubt about any specific aspect of GDPR compliance you should 

always seek legal advice. 

 

 

2. From Data Protection Act to GDPR 
As noted above, GDPR is a European Regulation.  However, this does not mean that it will not 

apply after Brexit.  It has been introduced to this country and will be enforced through the UK 

Data Protection Bill which will repeal the Data Protection Act and replace it with the principles 

of GDPR.  The government and relevant stakeholders are all signed up to the aims and 

principles of GDPR and so all charity retailers need to be prepared. 

 

Despite being a new piece of regulation intended to cover the whole of the EU, GDPR has much 

in common with the older Data Protection Act which has laid down data protection rules in the 

UK since 1998. 

 

Much like the Data Protection Act, GDPR is a principles-based law covering the processing of 

personal data.  But the way in which each of these important terms is interpreted is changing 

in the new regulations. 

 

Principles 

-based 

In being principles based, the regulations do not specify exact processes 

which must be followed in all circumstances.  Instead it is based around a 

set of principles which data processors are expected to adopt in the ways 

they behave with personal data. 

 

The principles of GDPR are: 

▪ lawfulness, fairness and transparency  

▪ purpose limitation 

▪ data minimisation 

▪ accuracy 

▪ storage limitation 

▪ integrity and confidentiality 

▪ and above all … accountability  

 

Processes As in the Data Protection Act, “processing” is taken to mean any activity an 

organisation might undertake with personal data.  So “data processors” 

are any organisations who perform these activities.  

 

Personal 

data 

Personal data is taken to mean any information relating to a natural 

person by which they could be identified; including their name, online 

identifier, code number or address; amongst many others. 

 

Also in GDPR there is now an enhanced category of “Sensitive Personal 

Data” which the data processor must be especially careful with.  This 



covers: racial and ethnic origins, political opinions, religious beliefs, trade 

union membership, genetic and biometric data, physical and mental health 

and anything relating to person’s sex life or orientation.  

 

This brief will now turn to how these new regulations will work in practice and what charity 

shops need to do to adapt. 

 

 

3. Accountability and transparency  
Under GDPR, data processors must give more detailed information to individuals when 

collecting their personal data.  In particular they must make it clear what they are collecting the 

data for, how long they will hold it and how it will be used. 

 

Furthermore, all data collection policies and procedures must now be held in writing by the 

data processor.  This means you will need to develop a clear, written policy for your charity so 

that anyone giving data to you can be clear how you will use it, and hold you to account against 

your policy.   

 

This goes much further than the previous regulations in the Data Protection Act which simply 

required that you notify the Information Commissioner's Office (ICO) that you are a data 

processor. 

 

 

4. Data protection by design 
Under the principles of GDPR, any new system which processes personal data must have data 

protection designed into it from the beginning. 

 

In particular, systems should use data minimisation and pseudonymisation wherever possible 

to keep the data collected at the absolute minimum required.   

 

• Data minimisation means that a data processor should only collect the data which 

is necessary for their purpose, and nothing more.  For example, if you are collecting 

information on an individual only so you can sign them up to receive your monthly 

e-newsletter, you would have no need to also hold data on their telephone number 

or postal address and should not request this. 

• Pseudonymisation is the separation of data from direct identifiers so that linkage 

to an identity is not possible without additional information that is held separately. 

This reduces the risks of data being lost but also protects the data’s usefulness to 

the processor. 

 

The level of data protection design required is in proportion to the risk inherent in processing 

the data.  So, if data in the enhanced “sensitive personal data” category is to be held, or a new 

technology which is not thoroughly tested is to be used, the data processor is expected to 

perform a Mandatory Privacy Impact Assessment. 

 



5. Rights and consent 
Under GDPR the rules around consent given by data subjects to data processors have been 

significantly tightened.  Consent must be ‘freely given, specific, informed and unambiguous’ 

and given in a clear statement or affirmative action.   

 

This information should also be kept separate from the general terms and conditions so it is 

clear and transparent. 

 

In practice, this means that when an individual consents to giving you their data they must be 

clear exactly what they are giving you the information for and how you will use it.  An obvious 

example in charity retail is with gift aid donors.  If they consent to give you information for the 

purpose of being informed about the income generated by their gift aid donations, you could 

not contact them using this information for any other purpose. 

 

Along with these stipulations, the GDPR regulations also insist that consent can be withdrawn 

at any time, and that withdrawing this consent should be as straightforward as it was to give.  

So, if one of your supports can give consent to receive your marketing materials by selecting 

one simple option on your website, they must be able to withdraw consent in the same way. 

 

This right to easily withdraw consent is only one of the enhanced rights introduced by GDPR.   

 

• Data subjects will have enhanced rights around subject access requests, whereby an 

individual can request to see all of the information you hold on them in a format they 

can use without undue delay.   

• They also will have the right not be profiled based on their “sensitive personal data”, 

meaning a charity could not target members of a particular ethnic group only if they felt 

these were the most likely people to donate. 

• They can request data portability between organisations.  This will likely not be an 

issue that frequently impacts upon charity retailers, it will most likely be used by 

individuals swapping heating or electrical suppliers and who want to quickly transfer 

their personal data to make this a smooth process. 

• Finally, the right to be forgotten is introduced by GDPR, meaning that an individual can 

request that all files you hold on them are permanently removed.  One important 

exception to this may affect charity shops with a database of gift aid donors.  The need 

for the government to maintain a tax system trumps any of the rights in GDPR.  

Therefore, as HMRC requires you to keep records of retail gift aid donors for six years 

so they can run audits and ensure all tax owed is paid, you will still be able to keep gift 

aid data up to this point. 

 

 

6. Data protection officers 
Under GDPR all public authorities and any private organisations processing sensitive data on a 

large scale must appoint a Data Protection Officer (DPO).  It is also good practice and advisable 

for all other data processing organisations to identify and appoint a suitable individual for this 

role.   

 



Perhaps the best guidance is that you need to appoint a DPO unless you can demonstrate that 

you do not.  

 

This does not have to be a new full-time post, the status can be assigned to an employee, 

contractor or trustee, but whoever you pick must be ‘designated on the basis of professional 

qualities and, in particular, expert knowledge of data protection law and practices’.  One 

individual could act as the DPO for more than one organisation.  

 

The DPO’s role is to ensure that your charity complies with GDPR and avoids the risks 

associated with processing personal data.  The specific tasks this entails are given as follows: 

 

• Informing and advising the controller or the processor and their employees of their 

data protection obligations 

• Monitoring compliance with GDPR, including the assignment of responsibilities 

• Awareness-raising and training of staff involved 

• Providing advice where requested as regards the data protection impact assessments  

• Monitoring compliance and performance 

• Engaging with the ICO 

 

In order to achieve this, they need significant authority and a degree of independence as they 

will on occasion be required to act as whistle-blowers.  This is why the regulation also states 

that the DPO must report directly to the top layer of management and are allocated whichever 

resources they require. 

 

Further guidance on how to appoint a DPO and what training they will require is available. 

 

 

7. Breaches and fines 
If there is a data protection breach within your charity, for example your database is hacked or 

stolen, your obligations significantly increase under GDPR. 

 

Most notably, you must report breaches to the ICO within 72 hours unless the breach is 

unlikely to result in risk to individuals.  That is 72 hours in total, no concession is given to a 

breach happening outside of working hours.   

 

On top of this, high risk breaches must be reported to the individuals ‘without undue delay’. 

 

Along with these increased responsibilities, the fines for non-compliance increase with GDPR.  

The maximum fine that can be levied under GDPR is either €20 million or 4 per cent of global 

turnover.  In addition, individuals can make direct claims for compensation resulting from the 

distress caused by data breaches. 

 

However, it should be noted that the system will still be administrated by the ICO, whose track 

record shows them to be a reasonable organisation.  They conducted 17,300 investigations in 

2016/17 but only issued 16 fines.  If you take all reasonable steps to comply with the principals 

of GDPR your charity should be fine. 



8. Next steps 
As set out in this brief, there are many things your charity will have to consider as it prepares 

for GDPR, and you will be required to keep a recorded policy arising from these considerations 

to ensure you are compliant with the responsibility and transparency principles. 

 

As you go through this process, some steps you may wish to take include: 

 

• Review and update they ways individuals give consent to you to hold their data 

• Prepare new policies and keep a record of them 

• Train all of your staff and volunteers on their new responsibilities 

• Decide if you will need to appoint at DPO and find an appropriate individual 

• If you use an external data processor then revise your contracts with them 

 

 

9. Further guidance 
More in-depth guidance is available from many sources.  Here are some you might like to 

consider. 

 

ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr  

 

https://www.eugdpr.org/  

 

http://www.computerweekly.com/essentialguide/Essential-guide-to-the-EU-General-Data-

Protection-Regulation-GDPR  

 

https://www.birketts.co.uk/insights/legal-updates/gdpr-the-countdown-to-compliance  

 

https://www.charityretail.org.uk/members/legal-retainer-service-for-cra-members/  
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